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(54) CODE PERFORMING DEVICE AND CODE DISTRIBUTING METHOD 
(57)Abstract: 

PROBLEM TO BE SOLVED: To efficiently perform a 
code applied with an electronic signature and 
enciphering, without having to significantly change the 
existing OS. 

SOLUTION: A hetero-multiprocessor system provided 
with a secure processor 24 and an ordinary processor 
22 is constructed, and a secure task and a non- secure 
task are distributed to the respective processors. The 
enciphered code of the secure task is stored in a secure 
memory 23 and the secure memory 23 verifies the 
signature with the public key of an authentication station 
and informs whether or not the enciphered code is valid 
to the secure processor 24. The secure processor 24 
fetches an enciphering instruction from the secure 
memory 23, decodes and performs that instruction. cii^ 
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<om^^'^-^=»-TY^^zr/:^'T^i'2 s^^m^^ 
mz.\zm^^x^ntLm:^^')\z^'r^o 

(8) Hr^^r^x^^ss 2«. ;^ u— rtta§<D-t^ 
3. r ^ ^ *^fTttSi(ciS:^-r So 

(9) ^r:^:x7^r^-fe^y1f 2 4«i. |ff:t(3i!| ti 
>-*±(D»:cD^^^:7 31 >y ^ bT^frf So 

[0 0 5 6]ifctc. 2oa)'fe:^ir^x^As BA^Hfr 

^nss-s-cDSaaosstissi^-rso -t^^ 

50 7^7^Ai^^XfBlL^\Z. +^3&-b:^:i-r;^^U^#J 



(7) 



iRfli2 0 0 2-3 5 3 9 6 0 
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(4) •b:2<r:3Lr^;<^@^5 2ti. -fe:^3.r^;<^7B® 

(5) -b^P:r7'^>^^SS5 2«i. ro^^A^i^V 
:x r B ffl tS^ -r s o 

(6) •tr:J^:3.rrD'fe>;/'9-2 4tt. -fe^^Pja-T^y^ ^ B(3D 
^-^ib^^^ :7 :ii >y ^ bT^ff T^o 

[0 0 5 7] Ui±©i$^0m. -fe^^T'OS^bSHr^^r^T-r 20 
n-b^yi^-2 4±T*16#^^*>®^%x^^§^tcSfi?T- 
^So b:{)^U •fe:^:3-T:rD'fe^y1f 2 4(3D||fT«r-Kp<^ 

>^ CD^M^CO J: o b t) §x ^>«tg 

*J-tr::^i7^rD-lr>y1f 2 4^mlc^nTV^n«. 

T0SS#(ijisra-fe^yit2 2±"eiM^^-y-sc:h<fc 

[0 0 5 8] ia2cD'v';i/5^rn'fe>yit$/;^7=-AT*(i. -fe 
^iT';^^'; 2 3i:il«;^^U 2 1 ;bs^U'!?t;:t9:(t ^>nT 

-b^^iy^y^U 2 3 hil^^^U 2 10— SP* 30 

[0 0 5 9] 01 2i3«i:tj^El 3tt. ^(JDcfcoJQiv;!/^ 

ZX*{t^^^T Y^^ T^/p^T^-f ^^2 5(i®IB&^nTV> 
So iai2tc*V^Ts 'fe:^jL7'>rn-b^yit2 4h3l«r 
D-fe^yif 2 2{i|pl— cDf^y^T^A/N*;^ 9 2 

nTl^So 9 Ei2®-b 

:^:3-r^^U 2 3^il«p<^U 2 1 ®«»tg$SEfe«S;tT 

[0 0 6 0] ^fc. I213^^^5V^T. Hz:^i7'r D-tr ^y 
it2 4«*v ^>;:<7^A>'t;^9 4S::ft^bT@WCD'fe^irp< 
2 3tC}g^^nT:fct)s A/x'^^ 9 5 bT 

ttW^^U 9 3Jcgfi|^nTi^So il^rn-b^y 
1^2 2«i. i/;:<7^Ayt;^9 6*/M.T@W©il«^^U 
2 lt::gSg$n-c*5»3x t/;^7^Ay^;;^9 5$^LT*t« 

9 3\zmm^f\.X\.^^o JtW^^U 9 3(i. Hr^ 
o-rro-lr^yif 2 4 i:ilSrD-fe^yi^-2 2{c«iloDpi^ 
UT-fe»). -fe^iT-^^y 2 3^:fe(i/*5<fcV51Sp<^ 
U2 lCD«ffi6:&(iS^-tV>So so 
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[0 0 6 1] 01 2CD«fiK(is i^;^7^Ayt;;<ii5J;Uc^^ 
y*slor'::>b*^5^l^:fei^). E 1 3 ©Sfigci: >3 
^x^-^^i^^om^t^^^. b;^>^b. •t:^riTrD-b>y1f2 
4 ^ii^ro-fe^ylf 2 2cDi?S:^*S'fe=^-ir^^ U 9 i^c 

^)vffii&<tii^o miZs mi 3(Dmmit. mi 2<Dm& 

So 

[0 0 6 21 \^J.±(Dnmmxit. -tr^^f^rrp-b^y-tf 
2 4*szr-K*:7:ji^y^bT^ff bTV^S;&^> 
-g8*;/^^i^^5^ffll^r. ^^{b^^«::7 3i*y5^.ba-^ 
b}fe±T*JlfT^Si&SIilK*gt&Wtc*^-rscii:*>% 

a ^ -r s ;^ 5^ A tcis ( t ^ n s o 

[00 6 3] •fe:^e:i.:?';^^U 2 3^iE^:&ri— H-efeS 
C^**^ilb;t^. 'fe:^iTrn-fe^yit2 4{i> ^0:3 

*bT. ifb<±«^"rso 

[0 0 6 4] EI14(i. CCDJ:a^[HlS&^^«a«cr):7D 
— 5^-^— hT-$>So -fe:^iTrn-fe>yit2 4(i. ^"Tx 
©^^b^^S:7jiiy5=-bTS-^b (;;<7^>yrS4 1) . 

4 2) o lElKSjacW^^BaJSfS^t^lHIRU Ut- 

^yrS4 3) . BE.«t»«*^»^fl<JiC«6SM«tS 
^y:rS4 4) o j§mmmo:)m^mf:Bmh\^Xii:. 
Its i^^T(D2m^i^m^f^ri^o 
{ 1 ) 015 iz^^T^ o SiS(3DS*lHlS&*iH^J (r 

(2) 01 etc^st-ct^i::. 
^»%e5tc}gi^t-So 

[0 0 6 5] c®<i:^ic. ^^lsg|5^^>'^-K»i7 3lr^b■r 
SCi:T-iiaSitS*s[q]±t-So >'N-K^3i'rhv 

s-rso 

[0 0 6 6] i:A±®g|SteJ^SlT-(i. gife*ffll^T3-H 

Ch^ltliEI-sy^i^cD+tffi (tftiE^«ffi) ^bTti. fib 
®f£Scott«*fflv^sc:i:)&S"e§So mtf> >^^Uf^'< 

3— h\ CRC (Cyclic Redundancy Check ) tf >y 
fin ^ S « H ^ 3 - K K SEW H h -Js c ^ t- S o 
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[006 7] mi 7**e>02 2*T-*#ff^UJa;*s 

TV^^o mi 7tC:fel>»T> 3— h'<>^5K#l 0 l{t. — 

KsaEtasii 0 2fc:zi-F*«etf s (pd o 

fijffl#10 3 (:i-if) icmmir^ (P2) o 

[0 0 6 8] =r-K^BE«SHl 0 2«i. 

1 0 3(3^bT^-HCDMffi^^l^^b. tfeSEffltf^^f^ 

[0 0 6 9] iai8(i. ^C^)J;a^«^ffiCD^&V^*^xb 
TV^^o lai 8tC:feV^T. Ff^J5K#l 0 1 (i. 20 
K^iE^BIl 0 2{;::3-H«:Si«b (Pll). ^(DM 
ffi*::J-KSIiE«ll|l 0 2*^e»S«tBJS (P12) « 3 

- K^,iE«iH 1 0 2 (i. 3- Ymmm los izmmm^ 

:3-K*g«b (P 1 3) . 0 3ii. ^ 

n^^ffS^fffi^n- KigSEttlll 10 2 (P 1 

4) o 

[0070] ^-FfiJ«#l 0 345<i:z>-3-FKJ]E«|| 
10 2 ifi^H^^nmit. 

[0 0 7 1] ^tz. ^-K<^JGS#1 0 1 75)^:3- K^IE^ 
II 1 0 2 Z. tX\ KiCtfeffiEffltt^ 

t:<tm\^xi>^\.\ z3--}^mmmio3ifi^iLonm^ 

[00 7 2] Ell 9(i. C:®J;^^:3-KSH^;^^:g:^^ 
bTlr^So 1|19M*5V>T> 3— K<^^#1 0 l(i. :3 

- K^IjE^BI 10 2 \zzi— K%ii«tb (P 2 1) . tftiE 

mmm^muiyX^(^i(DiZiSi^mtii^m.n^^tL^x 40 

(P2 2) . SIEi§^zi-K*®if#-rs (P 2 3) o 
\z^ ig|iE«f^3— K:g::3-KfijJl^l 0 3(CJi«bT 
(P2 4) . ^CD5ttf<ffi$:§{tBl^ (P 2 5) o 
[0 0 7 3] zi-Kf!jffl#l 0 3*s^fc^^ffitt, zr- 
H^i«^{c:-JS^3P^^ttT**^^t>^V^b. 3— FCD 

[00 741 mtzs 3-Kfpfi8#l 0 l®«;t)»}tc. zi 

— HSSEttlHl 0 2A«zi-b-*i2^UTtJ;VSo C©« so 
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10 3 icm^Lxnm^mLv. miR\.tzMm^ 

=i-K{^^#l 0 Hz^tLOo 

[0 0 7 5] ^tz. 01 7CD:3-FiE^:^^^C:fel^T. 
ii-Kig|E«IH10 2tt. SJt5lofen-h*S:2-3|U± 
oas^tc^SJb. S«Jt::-a5«:gB^b. ZJ~K 

mmmio3<Dmmzji^^\:.Xs st)©s6^4ga^-rac: 

(1) 1tS(cD^-iftC3J-K*»(j^f 

(2) &:x-1f{c. h'7 — ^±;b^^:3~K$gi(c 

(3) zi-]^^-pjmnmmmzmm\>x. ^(Dtmma^ 
^j^—iritzm^-r^o 

[0 0 7 6] E2 0(i> ::(Dcfc-53Q::3-KS:ft:7?^**^ 
bTV>ao EI2 0{'*5V^T. Kf^^# 1 0 1 {i. 3 
-HHSE«^ill 0 2^cn-H*^«'r^ (P3 1) c 3 
-KSiE«feHl 0 2«i. ::r-K®IEStt*fil^b7^^. 

Hkmmmm^mwiyx. ::i-Ymmm 1 0-3 tzsis^a^ 

r;-Ko-gi5*^«^S (P3 2) o 3-Kfijm#10 
3(i. ^m^titz-^(D::i—]^t(^iE^XS>^Z^^tkm 

mmn^m\^^xmm\ytzm. ^(D:a-H*?ijs^^c ^ 

SE^BIl 0 2cfc»5A^bT*JfflTS (P3 3) o 
[0 0 7 7] 0iiJ^K, EPSU 

h'(i. m^it. 'r-<x(Dmmmm^^\)m^tz^nw^ 
[0 0 7 8] z,(Dt^. z2—}^mmmmio2{t. zi- 

KfNfiE# 1 0 1 lzM\^XMm^m^^\yXzi- H*iR« 

b. iSLmiz^Lxnm^^&o o mz. ^-k^j^^i 

0 3tC*rbTSbT*>V^;fcgP^CDZ3-HCD^ffi^Sl^x 
b. «iSE«ffffl*{>J-flObfe^. :3-K*SI«-r^^(5l^ 

[0 0 7 9] E12 l(i. ZCDJ^otuMmcD^tLi^^^TT^i^ 
TV^So EI2 1t^*5V>T. P 4 ItJcttfP 4 2(2)®^ 
(i. 01 8CDP 1 l*5J:tJ^P 1 2cDS!L31h(^«T-feSo 

mz^ zi-]^mmmmi 0 2{t. wgum^zi-\^(D~^ 

««J;t«. MI£{>f^OCD-ROM (compact disk r 
ead only memory ) bSrilbTx MISX 

m^T^ (P4 3) o z.ti^x^\^xmmi.fzzi—]^m 
m^iosit. ^i:>\zm^(DZ2--h'^mmi.tzi^m^iz 

it. 3-h•S|^E«||10 2^C^«^:^a^V^ (P4 5)s 
^t)®3-KCDilfl^S§(tS (P4 4) o 

[0 0 8 0] t.tz. miBtmmiz. :3-k<^^#io 
iti^zi-}^§gmnmio2\z^mu^^tL^ztx^ ^ 

- Kt:tftSEffltfa*WSDbT^ ;i^^fe> pJtET-feSo 
Cl®®^. 1 0 1 ifia- H^«J«« 1 0 3 tc 
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[0 0 8 11 02 21*. c:©<fc^^3-Hie^5:5a?£?x 

UT^^S. H2 2t;i*JV>T. P5 1> P5 2. *<ttfP 

5 3<09!miit. 01 9CDP 2 Is P 2 2s HJiVP 2 3 
<09mt^WiX-$>&, fttc. 3-Hf^J5e#l 0 U±. 18 

ffifSK^F^-S (P5 4) . CtV&A^bTfiJfflbfcii— 
KfJffl# 1 0 3 D 03- H^fijffi UfcV'«:®^tc{is io 

^«*3^^!»^^ (P5 6) s S»)03-HS:A^-rs (P 
5 5) , 

[0 0 8 2] S*:s n-HffJEfi^l 0 iCDftt)?) ts 3 
-KSgiE«Slll 0 2AJ:3-KS:K^b-C*)J;t'>. CO® 
3- KSK9E«in 1 0 2 *5s o— Hifijffl# 1 0 3 fc:^* 

1 0 3t*rUT3-h'44l«^€.i:|H|^(C^fai4®jR 
bs S»iRb*:M««3-Kf^fiS#l 0 liZ^tL'jo 
[0 0 8 3] J&l±SttWUfcJ:5«i:=i-HiB*&;5^6CJ:n 

«s 3-H^aE«SH{c<ts^tmfl^cri3— h'A^iH^s^n 20 

[0 0 8 4] iid^-C-s 05®-b=^i7'OS 5 Itt. 0"J 
;iKs -»r:*^3.r K^-f ://y<7*-f 72 5tafe4,A»b«)tS 
W^tVs 'iJMtCjSU-Tpt^ UfCO-h-^nTs i&f^^PS 

[0 0 8 5] ^2 3tis -b=^iTOS 5 1 ^-g-tfT-D^^ 30 
^ A i: 7^— ^ 4 v;ug^ 7"D -fe y -tJ-i/ 7^ A (c«*&-r -S c 

[0 0 8 6] iJ-— 1 1 1 

BBSaSEf*l 1 3t:ffi#**i,fc7'Di'^Ai:7'— ^tts v 
;u^rn-b>y9-S/;^7^AOp<^ U 1 1 4fCD— 
So COiits i^-— ^-U 1 Kis roi/7AJ:7^— ^5^* 

asj^-rsssaj^M^4:^f£bs b'7-<5'±©ftitoe 
jSljaMti^rt- bT v;!/^ ro -tr y •y-j^;^ ^ A iSfif s . 

•f-bTs •x';i/5=-7D-fe-y-f '>;^7^A<is ^-©7^— 40 
V^-C^®rDy7AS:S^b^ '^'S^SOiSSrfTd. 
[0 0 8 7] piaSSBSaKit: 1 1 Siib-Ctts ^^U*- 
Ks 7n-yt^- (ggiffili) 7'-f^i7, CD-ROMs 

4(is EI2CDM©;^^ y 2 1 Sfctt-lr:^ri7"->«^ U 2 
3s 01 2©-fe:^i7'p<^U 9 Is feStNttiai 3<D)^ 
«p«^'J 9 3K:mt-ao 

(frfSai) v;u^rD-b«y!fi/>^7'A*«v\fc=j — K 
flfirSH-efcoTs -b^3.7'<5';^i'CDe^'fbb— Hks so 
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»)srom(4StBiji3^^{b3-H^i§irtbs 
^s««ffll^TSE*^fis©Bi^^b^- h ^mm. bs miB-fe 

■fb3-Kt#sn.5Bi^-fb^^<£7i-y5^bs ^-^b-c 

So 

(fta3 3) MIB-fe=ip:x7'rD-fe-y9-^IS!{±s 1tiS©a 

ftaB 2 aBigffl 3 - H mnmm. 

>>1f^lfttts ffl5iSiE*fTo-C-lr>ye^3>a*«Wbs 
Wi-\z^zL-r^^V ^mit. mi8BBi^<b#^4^-b a 

ifm 5 ) BuiBBg^fb^ - H * swsi-e * e> »^ m^<b 

bTtSM-rs-b+^T'Hv'f r^m*^'?>tfii;ts M-tr 
^i:PK7-f 7'^g!i;HuaB-fe^3.7p«^U^I9:tts fflS 

Ts MBi^<b3-h-^g[H«Si-C-ffi^bs ^Hz-^/S^sy 
SlT-^-^^bbTs e-b^ir^^y^-ggjcfeiSf Sdfc 
*iRfStt;t- Sf^lB 1 IB®©3- H*fT^g. 
(f^aB6) ffifaB-bdr:x7'p<^y*g;i:fflSp<^ 'J^a 
©M^O'J; ;& < i: t, — aj*S3r — y^— 7 r bT V^ S C ^ 

(mi7) SUfB-b^iTrn-fe-y-y-^Slfis SusBBg^ 
^b^-^•?£fflV^Ts S©^fb=i-K?£||ffTS^SlHl8& 

©'i>te< ii4.-gB*s lls&ttS8i:bT^«e?;t;:H^f 

S C t^l^ii-rsfl-aB 1 a3«©3- h-§|ff ^g„ 
(M3B8) B58B-b*i7':7D-fe-y-9-^g:<is HuSB^a 
lH]K©M©lHlSSttSi4:iS5febTs i?fb<±S^-r-5Ci- 

wiBg) ui'J^)^T©#^as^c©^lb3- 
HS:tSiW•rs^g!i:s ^#ffiS©©^^b3-HAJIE^T- 

K«iliEffl««*fflv^-rK#(fiS©BS^^b3-H4«i 
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< b 3 - ^ -fe =^ :i r >^ D ^y 1?- iiff ^ -fr ^ ioa 4 fj 13 
:3 > tr OL-^^ tc^fr^ ii-s i: *iRfSl: ^-r S 3 > 1^ 

Bi^{b3-K^, S^-^<b^-H*^lE^Ta&^ci:4«l 
MsB1tlIEflSf»^t::ctt>t5IB0g-^<b:3--K:6siES'e& 

-fe^yifi^j^^T^AictjvA-r. m^^^Ti^ himm^ :^ 

^®lEt)^{t*fTV\ aij|3-fe^a-7'^;:^ij7©B&-^>fb3i- 
K^s ^Bi#{b3-K7bsiE^T-^SC:h^^iEt-S:^cto 

tzt^. S[©^{b3-K€:-fe:^^rrD-br^;/itic:^fT5^ 

({ti3 14) 3- K#^«5bs. 3- KSK«ll8Jc^tT 
pJtg^z/-F*^«U. HuI3=^-K^IE^H*^. HTjIBri 

KtcftSObT^ 'x';i/'^:rD-b^ylfi/^5^A0D:x— 1f 
l^Sa^U. Bus3x';i/^rD'tr^yifS/;;^7^Ati> b9I33— 
h' ^ffi v^T-fe =^ i ;^ ^ ^ ^ff t" a -fe ^ ^ r r D -t? >y 
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(MSB 1 5 ) mfSB^- KSiEMMfi. BUgB:=^— 

({^S3 1 6 ) Bui33- KigiE«lll(i. h9I3:j- KSr 2 

^^tr^mZl 4IBf8®::r-HiE^;^ffio 
(fvfsB 1 7 ) 15833- KKiE«IH«i. SiJg33- H^^lK 

TM{ffi*mv\ gulB^-ift3^bTtulBSt)©a5^® 
(MSB 1 8 ) rr- 3- HSg8lE«llltc^fT 

Hus33— K*v;i/^rD'feiylfS/;:^5^A®3.— 

30 ({^13 1 9 ) fSIB^- h'{^J5K««i. mSBzJ- K:^ 2 

1 8mm(Dzi—vm^:^^o 

[00 88] 

^t?-^7=-n:'^v;i/^:rn-t?^yit>/X7^A^«^bT> -fe 
:x ^ ^ I N -tr :i r ^ ^ «: ^ ^ 1 1 ^ ^ T\ 

[H2] Sl(3Dv;i/5^rD-fe^y1fi^;^7='A(Z)fi!fi!c0T$> 

So 

50 [04] -b^irrD-fe^yif<i>fi}fiSia-efeSo 
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[051 -fe:^: 
[06] -fe:^- 

[07] ^^^'rA'^vmm(DmM<oyxD' 

[08] ^^^yg?isms(3[)>^D— ^-^-hTfe^o 
[09] ^^^Tyr^)V>>::^7'2x(DmM(Dyu--^^ 

[01 0] •lr:^jLTp<^V^'fe=tiTrn-b^y1t(D^2 

[01 1] 'fe:^i:PF^^r/^7'>f 

U<D«^0T-feSo 

[012] m2<D'r)V^yu±^ifVi^::^y^A<Dm&MX* 

[013] ^3Ov;i/^rD'fe^ylt>>;<7^A®«J5e0T- 

[014] [ElK^fi£iO«CD:7n-5"-^-hT-&^o 
[015] ^*IlK(DBa5?iJ4^-r0T-feSo 

[016] mn^m^m-rmx^^^o 

[017] mi(DZ2-Ym^yjm^7jkirmx^:^o 

[018] mi(DMm<D^iLv^^^^^mx^^. 

[019] ^2(03— b'E:rS;&^^^v^0T$>So 
[02 0] m3(Da-Ym^:&m^7rsirmx^^. 

[02 1] m2(oMm(D^tLu^ix<Tmx$>^o 

[02 2] ^4(DZ3-Kffi:S;?ffi^^-r0TfeSc 

[02 3] l3S^g!E«:*^t- 0TftSo . 

[^^©SSW] 

1 1 -lr^3.r;^^U¥® 

12 -tr^^JxTrn-fe^yit^S 

13 ilS^^U^IS 

14 ilSrn-tr^;/if^g 

1 5 SJJW^® 

2 1 iS«p<^y 
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